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What computer threats are out there? 
 

Malware is a broad term for any kind of malicious software. Malware targets computers in 

order to cause harm or steal data. They are often automatically installed by accident through 

executable files (.EXE) downloaded from questionable websites, email attachments, or 

suspicious web links. Be mindful when browsing the internet or viewing email from unknown 

senders. 

 

Spyware is used to steal information outright by delivering data back to its source and/or 

creator. This can be harmful if financial or other personal data (such as credit cards and 

password) are stolen.  

 

Viruses are the most widely known threat to computers.  It can copy itself and 

spread throughout a computer by modifying files, making it more difficult to 

remove. Infected files can spread the virus to other computers. The main purpose 

of viruses is causing disruption. 

 

Worms are a type of virus which will copy itself in order to spread to other computers, usually 

through a computer network. Worms may slow down computing speeds or clog network 

bandwidth, and sometimes contain a “payload,” which will execute under certain conditions to 

cause harm to a computer or network. 

 

Trojans are programs which appear harmless or mimic trusted software, but are not actually 

safe. They will open a back door to your computer or network to allow unauthorized users 

access without your knowledge. Unlike a virus, trojans must be installed deliberately and 

cannot copy themselves. 

 

Ransomware/Scareware is a scam that tries to steal money from you. They act like useful 

programs that offer a free service, such as a virus scan or computer cleanup, and then tell you 

that you need to pay for the program to fix problems that aren’t there. Other types will 

threaten harm to your computer, like deleting data, if you don’t submit a payment. 

 

Scams are another common threat to computer security. Common scams include phishing and 

advanced-fee. Phishing scams attempt to steal private information from you. They come in the 

form of emails or phone calls posing as a trusted person or company (such as your 

bank or retirement fund) asking for personal information. Remember: legitimate 

banks and organizations will never ask for your passwords and personal data. 

Advanced-fee or Nigerian scam will promise some sum of money in exchange for 

help and will ask you to send money or bank information to complete the 

transaction. The money they promise is completely false. Both phishing and 

advanced-fee scams intend to steal money or your identity. 
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How/Where do I seek protection? 
 

The essential minimum is to make sure your computer has anti-virus and firewall software installed. 

Most new computers will come with some form of anti-virus and firewall, but other options are 

available online for free or purchase. Anti-virus software will scan your computer for threats and 

quarantine them to stop them from spreading. The program will alert you and ask to remove these 

threats. Firewalls are programs that control connections coming in and going out to the internet. Any 

attempt at unauthorized connections will be blocked by the firewall. This keeps out unscrupulous users, 

but can also prevent questionable software from sending information (potentially after stealing it) back 

out to the internet. 

 

Ad-block software is another measure of online security. These are add-ons to web browsers like 

Internet Explorer, Mozilla Firefox, Google Chrome, and more. Installing these will remove 

advertisements and pop-ups from websites, decreasing your exposure to potential hazards that could 

direct you to unsafe sites and programs. You can also use privacy modes in web browsers which do not 

save browsing history, cookies, or other information. This means that other websites can’t track your 

activity also. 

 

Here are some best practices to keep in mind when using your computer or surfing the web: 

 

1. Never visit or download from untrusted sources. If you find yourself at a website you don’t 

recognize or a link or attachment in an email from a sender you don’t know, it is best to 

navigate away or delete the email. When searching for software, make sure you are 

downloading from the official website and not a questionable source. 

 

2. Be wary of hyperlinks and URLs in text. When clicking on a link from an unfamiliar source, check 

its location. When you mouse over a link, it will display the URL at the bottom left of the 

window. If you are reading this document on your computer, here is an example: 

http://www.google.com. Move your mouse cursor over the Google link. Do they match? No! 

Look closely and you will see that while the link says Google.com, clicking it will actually take 

you to Microsoft’s search engine, Bing. 

3. Read forms and dialog boxes carefully. One way to steal information is to get someone to click 

“Ok” or “Submit” on a form or dialog box, which will execute an unwanted download, website, or 

submission. If a dialog box opens, make sure to read it carefully before clicking anything, and if 

you are unsure about a form or pop-up window, simply close it by clicking the close window “X”. 

Do not click on any buttons if you don’t know what they do. 

4. Read installation steps completely. When installing a program, make sure you read and 

understand what each step does. Some steps include checkboxes or prompts to install 

additional software you may not want or that could expose you to additional risks. If an 

installation step has fine print or asks about toolbars or email lists, make sure to read and 

uncheck these extra checkboxes unless you want these on your computer. 

 

 

http://www.bing.com/
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5. Update, update, update. Whether you use Windows, Apple, Android, and so on, various software 

updates are released to improve their quality and safety. Without keeping your programs and 

OS up to date, you may open yourself to risks solved by those updates. Make sure you are 

installing updates regularly. 

 

6. Make passwords strong. When creating a password, avoid using common dictionary words and 

number strings like “1234”. These passwords are easy to guess and do not provide adequate 

security. Instead, come up with a password that is both hard to guess but easy to remember. For 

example: start with a sentence that is easy to remember, such as “My mother is great at baking!” 

Now take the first letter of each word in that sentence to make it an acronym: “mmigab”. Add in 

a number or two, maybe a year that is significant, and capitalize one of the letters. Now you 

have “Mmigab09”. Lastly, add in a symbol (such as ! or #) where you will remember. Now you 

have a password that looks like this: “Mmigab#09!” It’s easier to remember because you 

associate with a sentence and year, but is very difficult for anyone to guess! 

 

7. Backup your files. Make sure you have up to date backups of any important files or photos so 

that in the event of a major computer issue, you won’t lose important data during the recovery 

process. Using an external harddrive or thumb drive/USB stick is highly recommended since it is 

not always plugged into your computer. If you have more than one computer or laptop, you can 

back up files on alternate devices as well. Make sure your computer is safe before you attempt 

to restore any lost data. 

 

8. You can never be too careful. Skepticism is your best friend when it comes to unfamiliar 

websites, suspicious programs, or unknown sources/email addresses. If something doesn’t seem 

right, look into it! Known scammers, viruses, and unsavory websites will likely be posted online 

to warn other users away. If a link to a website you know looks suspicious or came in an email 

from someone you don’t know, don’t click it! Instead, navigate to the website the way you 

normally know is safe.  

 

  

Constant 

Vigilance! 
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Free Online Resources 
 

Antivirus 

Free antivirus software exists, though most also provide a premium, paid for subscription. 

 

AVG - http://www.avg.com/us-en/homepage 

Avast - https://www.avast.com/en-us/index 

BitDefender - http://www.bitdefender.com/ 

 

Firewall 

While most new computers come equipped with a firewall, for additional options or features, consider 

these free alternatives. 

 

Zone Alarm - http://www.zonealarm.com/ 

Comodo Firewall - https://www.comodo.com/home/internet-security/firewall.php 

 

Beyond Antivirus 

 

Adblock Plus - https://adblockplus.org/ 

Blocks advertisements and other pop-ups which can expose your computer to additional security risks. 

This must be installed on every browser that you use separately; view the website to see the different 

versions Adblock Plus has to offer. 

 

Malwarebytes - https://www.malwarebytes.org/ 

Manual malware removal tool that will scan your system and remove suspect programs and registry 

entries. Scan regularly with antivirus for maximum effectiveness. 

 

CCleaner - https://www.piriform.com/ccleaner/download 

Part of a larger suite of software, this tool will scan for unused temporary files and browsing data. Used 

to help keep your hard drive cleaner and running more efficiently, ultimately reducing risks. 

 

Additional Information   

 

Internet Crime Complaint Center – http://www.ic3.gov/crimeschemes.aspx 

Internet Scam Archive – http://www.hoax-slayer.com/internet-scams.html 

FBI Internet Fraud Site – http://www.fbi.gov/scams-

safety/fraud/internet_fraud/internet_fraud 

National Cyber Security Alliance – http://staysafeonline.org/ 

Guide to Internet Security – http://www.consumerreports.org/cro/electronics-

computers/guide-to-internet-security/index.htm 

GCFLearnFree Internet Safety Course - 

http://www.gcflearnfree.org/onlinesafety/internetsafety  
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